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Commission  
  

Audited Project  CPM COIN BEP20 Token Smart Contract 

Contract Owner 0x55DE8A5deE989BcEfB7B1530cAc0477A5A1C4E5b 

Contract Creator 0x55DE8A5deE989BcEfB7B1530cAc0477A5A1C4E5b 

Contract Address 0xf1e6faB59E632701B9B4AF9Ee58B64977d59Ee55 

Blockchain Platform Binance Smart Chain Mainnet 

  

Block Solutions was commissioned by CPM COIN BEP20 TOKEN Smart Contract owners to 

perform an audit of their main smart contract.  The purpose of the audit was to achieve the 

following:  
  

● Ensure that the smart contract functions as intended.  

● Identify potential security issues with the smart contract.  

  

The information in this report should be used to understand the risk exposure of the smart contract, 

and as a guide to improve the security posture of the smart contract by remediating the issues that 

were identified. 
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CPM COIN BEP20 

TOKEN Properties  

 
  

Contract Token 

name  

CPM COIN 

Symbol CPM 

Decimals 18 

Total Supply 1000000000 

Holder 9 Addresses 

Transfer 14 

Contract Owner 0x55DE8A5deE989BcEfB7B1530cAc0477A5A1C4E5b 

Contract Creator 0x55DE8A5deE989BcEfB7B1530cAc0477A5A1C4E5b 

Contract Address 0xf1e6faB59E632701B9B4AF9Ee58B64977d59Ee55 

Marketing 

Address 

0x0B234a26EBF585d8A0a98FD991644C2F7E09A97e 

Marketing Fee 

Percentage 

1 % 

Blockchain 

Platform 

Binance Smart Chain Mainnet 
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Contract Functions 

 

Read 
 

 

i. function allowance(address owner, address spender) public view virtual override returns      

(uint256)  

ii. function balanceOf(address account) public view override returns (uint256) 

iii. function totalSupply() public view override returns (uint256) 

iv. function decimals() public view returns (uint8) 

v. function symbol() public view returns (string memory) 

vi. function name() public view returns (string memory) 

 

Executables  
 

i. function approve(address spender, uint256 amount) public virtual override returns (bool)  

ii. function decreaseAllowance(address spender, uint256 subtractedValue) public virtual 

returns (bool) 

iii. function increaseAllowance(address spender, uint256 addedValue) public virtual returns 

(bool) 

iv. function transfer(address recipient, uint256 amount) public virtual override returns (bool)  

v. function transferFrom(address sender, address recipient, uint256 amount) public virtual 

override returns (bool) 

vi. function addpairaddress(address _pair) public onlyOwner whenNotPaused 

vii. function transferownership(address _newonwer) public whenNotPaused onlyOwner 

viii. function setmarketingaddress(address _marketing) public whenNotPaused onlyOwner 

ix. function setmarketingfee(uint256 _amount) public onlyOwner whenNotPaused 

x. function burn(uint256 _amount) public whenNotPaused onlyOwner 

xi. function mint(uint256 _amount) public whenNotPaused onlyOwner 

xii. function maxsell(uint256 _amount) public whenNotPaused onlyOwner 

xiii. function pauseContract() public onlyOwner 

xiv. function unpauseContract() public onlyOwner 
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Checklist 

  

Compiler errors.   Passed  

Possible delays in data delivery.   Passed  

Timestamp dependence.  Passed 

Integer Overflow and Underflow.   Passed  

Race Conditions and Reentrancy.  Passed 

DoS with Revert.   Passed  

DoS with block gas limit.   Passed  

Methods execution permissions.  Passed 

Economy model of the contract.   Passed  

Private user data leaks.   Passed  

Malicious Events Log.   Passed  

Scoping and Declarations.   Passed  

Uninitialized storage pointers.   Passed  

Arithmetic accuracy.   Passed  

Design Logic.   Passed  

Impact of the exchange rate.  Passed 

Oracle Calls.  Passed 

Cross-function race conditions.   Passed  

Fallback function security.   Passed  
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Safe  Open  Zeppelin contracts and implementation usage.   Passed  

Whitepaper-Website-Contract correlation.  Passed 

Front Running.  Passed 
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Owner privileges  

CPM COIN BEP20 TOKEN Contract  
 

function will transfer token for a specified address recipient is the address to transfer. “amount” is 

the amount to be transferred.  

 

 
 

Transfer tokens from the “from” account to the “to” account. The calling account must already 

have sufficient tokens approved for spending from the “from” account and “From” account must 

have sufficient balance to transfer.” Spender” must have sufficient allowance to transfer. 

 

 
 

Approve the passed address to spend the specified number of tokens on behalf of msg. sender. 

“spender” is the address which will spend the funds. “tokens” the number of tokens to be spent. 

 

 
 

This will increase approval number of tokens to spender address. “_spender” is the address whose 

allowance will increase and “_addedValue” are number of tokens which are going to be added in 

current allowance. approve should be called when allowed[_spender] == 0. To increment allowed 

is better to use this function to avoid 2 calls (and wait until the first transaction is mined). 

 

 
 

This will decrease approval number of tokens to spender address. “_spender” is the address whose 

allowance will decrease and “_subtractedValue” are number of tokens which are going to be 

subtracted from current allowance. 
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Owner of the contract can pause the contract. 

 

 
 

Owner of the contract can unpause the contract. 

 
 

Owner of the contract update the max sell amount. 

 
 

Owner of the contract mint the token on its own address. 

 

 
 

Owner of the contract can mint the tokens from own address. 
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Owner of the contract updates the LP pair address. 

 

 
 

Owner of the contract transfers the owner of the contract to new address. 

 

 
 

Owner of the contract set the marketing fee receiving address. 

 

 
 

Owner of the contract set the marketing fee percentage. 
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Testing Summary 
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Quick Stats: 
 

Main Category  Subcategory  Result  

Contract 

Programming  

Solidity version not specified  Passed  

Solidity version too old  Passed  

Integer overflow/underflow  Passed  

Function input parameters lack of check  Passed  

Function input parameters check bypass  Passed  

Function access control lacks management  Passed  

Critical operation lacks event log  Passed  

Human/contract checks bypass  Passed  

Random number generation/use vulnerability  Passed 

Fallback function misuse  Passed 

Race condition  Passed  

Logical vulnerability  Passed  

Other programming issues  Passed  

Code  

Specification  

Visibility not explicitly declared  Passed  

Var. storage location not explicitly declared  Passed  

Use keywords/functions to be deprecated  Passed  

Other code specification issues  Passed  

Gas Optimization  Assert () misuse  Passed  

High consumption ‘for/while’ loop  Passed  

High consumption ‘storage’ storage  Passed  

“Out of Gas” Attack  Passed  

Business Risk  The maximum limit for mintage not set  Passed  

“Short Address” Attack  Passed  

“Double Spend” Attack  Passed  
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Overall Audit Result: PASSED  
 

 

Executive Summary  

According to the standard audit assessment, Customer`s solidity smart contract is Well-secured. 

Again, it is recommended to perform an Extensive audit assessment to bring a more assured 

conclusion.  
  

  

  

 
  

 

We used various tools like Mythril, Slither and Remix IDE. At the same time this finding is based 

on critical analysis of the manual audit.  

All issues found during automated analysis were manually reviewed and applicable vulnerabilities 

are presented in the Quick Stat section.  

We found 0 critical, 0 high, 0 medium and 0 low level issues.  
 

Code Quality  

The CPM COIN BEP20 TOKEN Smart Contract protocol consists of one smart contract. The 

BLOCKSOLUTIONS team has not provided scenario and unit test scripts, which would help to 

determine the integrity of the code in an automated way. Overall, the code is not commented. 

Commenting can provide rich documentation for functions, return variables and more.  

 

Documentation  
  

As mentioned above, it’s recommended to write comments in the smart contract code, so anyone 

can quickly understand the programming flow as well as complex code logic. We were given a 

CPM COIN BEP20 TOKEN Smart Contract smart contract code in the form of File.  

 

Use of Dependencies  

As per our observation, the libraries are used in this smart contract infrastructure that are based on 

well-known industry standard open-source projects. And even core code blocks are written well 

and systematically. This smart contract does not interact with other external smart contracts.  

 

 

 
  

  

  

you   are   here   
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Risk Level  Description  

Critical  
Critical vulnerabilities are usually straightforward to  

exploit and can lead to token loss etc.  

  

High  

High-level vulnerabilities are difficult to exploit;  

however, they also have significant impact on smart contract 

execution, e.g. public access to crucial  

functions  

Medium  
Medium-level vulnerabilities are important to fix; however, they 

can’t lead to tokens lose  

  
Low  

Low-level vulnerabilities are mostly related to  

outdated, unused etc. code snippets, that can’t have  

significant impact on execution  

Lowest / Code  Lowest-level vulnerabilities, code style violations  

Style / Best  and info statements can’t affect smart contract  

Practice  execution and can be ignored.  

 
 

 

 Audit Findings  
  

Critical  

  

No critical severity vulnerabilities were found.  

  
High  

  
No high severity vulnerabilities were found.  

  

Medium  
 

 No Medium severity vulnerabilities were found.  

 

Low  
 

 No Low severity vulnerabilities were found. 
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Conclusion 

 
The Smart Contract code passed the audit successfully. 

We were given a contract code. And we have used all possible tests based on given objects as files. 

So, it is good to go for production. Since possible test cases can be unlimited for such extensive 

smart contract protocol, hence we provide no such guarantee of future outcomes. We have used 

all the latest static tools and manual observations to cover maximum possible test cases to scan 

everything. Smart contracts within the scope were manually reviewed and analyzed with static 

analysis tools. Smart Contract’s high-level description of functionality was presented in Quick Stat 

section of the report.  

Audit report contains all found security vulnerabilities and other issues in the reviewed code.  

Security state of the reviewed contract is “Well Secured”.  

  

Our Methodology  
  

We like to work with a transparent process and make our reviews a collaborative effort. The goals 

of our security audits are to improve the quality of systems we review and aim for sufficient 

remediation to help protect users. The following is the methodology we use in our security audit 

process.  

Manual Code Review:  

In manually reviewing all of the code, we look for any potential issues with code logic, error 

handling, protocol and header parsing, cryptographic errors, and random number generators. We 

also watch for areas where more defensive programming could reduce the risk of future mistakes 

and speed up future audits. Although our primary focus is on the in-scope code, we examine 

dependency code and behavior when it is relevant to a particular line of investigation.   

Vulnerability Analysis:  

Our audit techniques included manual code analysis, user interface interaction, and whitebox 

penetration testing. We look at the project's web site to get a high-level understanding of what 

functionality the software under review provides. We then meet with the developers to gain an 

appreciation of their vision of the software. We install and use the relevant software, exploring the 

user interactions and roles. While we do this, we brainstorm threat models and attack surfaces. We 

read design documentation, review other audit results, search for similar projects, examine source 

code dependencies, skim open issue tickets, and generally investigate details other than the 

implementation.  

Documenting Results:  

We follow a conservative, transparent process for analyzing potential security vulnerabilities and 

seeing them through successful remediation. Whenever a potential issue is discovered, we 

immediately create an Issue entry for it in this document, even though we have not yet verified the 

feasibility and impact of the issue. This process is conservative because we document our 

suspicions early even if they are later shown to not represent exploitable vulnerabilities. We 

generally, follow a process of first documenting the suspicion with unresolved questions, then 

confirming the issue through code analysis, live experimentation, or automated tests. Code analysis  
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is the most tentative, and we strive to provide test code, log captures, or screenshots demonstrating  

our confirmation. After this we analyze the feasibility of an attack in a live system.  
  

Suggested Solutions:  

We search for immediate mitigations that live deployments can take, and finally we suggest the 

requirements for remediation engineering for future releases. The mitigation and remediation 

recommendations should be scrutinized by the developers and deployment engineers, and 

successful mitigation and remediation is an ongoing collaborative process after we deliver our 

report, and before the details are made public.  
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Introduction 

  

 

CPM stands for CryptoPoolMirror. 
is a block chain solution to 

create a substantial impact on the
world market by enabling the 
realization of hundreds of 
thousands of projects spread all 
around the globe. 
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CrytopoolMirror (CPM)
“Ubivis Management LLC” which is a Delaware Limite
Company . 
 
Currently, The headquarter is in the USA having the registered 
office in the state of Delaware is located at 16192 Coastal 
Highway, Lewes, Delaware 19958, County of Sussex.
 
“Ubivis Management LLC”
CrytopoolMirror (CPM)
gunning to change the world by using its
for members to benefit.
 
Also, The structure of the token is finite
specific number of members, no additional recruitment is
needed to reach the goal of all
 
While CPM is NOT an investment project,
the group as leverage
opportunities that will benefit all projects.
that can be used as 
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Governance 

  

CrytopoolMirror (CPM) has established and developed by 
“Ubivis Management LLC” which is a Delaware Limite

Currently, The headquarter is in the USA having the registered 
office in the state of Delaware is located at 16192 Coastal 
Highway, Lewes, Delaware 19958, County of Sussex. 

“Ubivis Management LLC” introduced the token 
ror (CPM) is an exceptional platform that is 

change the world by using its advanced features 
members to benefit. 

of the token is finite. This means that with a 
members, no additional recruitment is

ded to reach the goal of all members... every time

While CPM is NOT an investment project, it uses the power of 
the group as leverage to take advantage of quality business
opportunities that will benefit all projects. Communication tools 

 lectures. 
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The developed entity of the token is registered with the Department of state : 
Division of corporations in Delaware, United State of America.
 

Proof Below  

Below proof of formation is also giv
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Proof of Existence 

The developed entity of the token is registered with the Department of state : 
Division of corporations in Delaware, United State of America.

Below proof of formation is also given for reference. 
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Risk Mitigation 
 

 
 
Any organization that is considering launching an token, or wants to 
exchange the resulting tokens, needs to be thorough in their 
documentation, legal structuring, and due diligence. Unfortunately, 
many companies considering an ICO do not consider what this 
means from a compliance point of view. 
 
There are many people who want full transaction anonymity, but 
governments have a legitimate reason to thwart corruption and money 
laundering. The current AML system was originally created to address 
existing centralized financial services systems. Let’s go through some 
of the key reasons, indicating why it is necessary to comply with KYC 
and AML laws. 
 
 

How we are complying with the KYC and AML. 

 

 Build a credible image in front of regulators and banks  

Effective KYC during the token raising event makes it easier to work with 
banks and follow AML regulations. Performing voluntary compliance in a 
token sale increases the legitimacy status of a project. Regulators and 
banks trust those token sales more, which follow required KYC laws during 
their process. 

Any organization that wants to succeed in the long run needs to 
understand the existing legal framework and ensure regulatory compliance 
at all cost. Businesses can establish legitimacy by properly designing and 
protecting the initial crypto-asset and its governance contract. Good 
governance (such as oversight, yields predictability, security, and 
effectiveness) can create high value and credibility for all token holders. 
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 Improved public image  

Being transparent in your financial dealings is something that most investors 
appreciate. The more the team communicates its overall plans, financial 
structure, use of funds, incentives, associated risks, and other information 
with the investors the more the public can weigh the value of the offering. 
As more and more ICOs subject themselves to voluntary KYC and AML 
compliance, the frauds and scams are becoming known and the offerings 
that have real promise are rising to the top. The investors feel more secure 
and trust those organizations and businesses that follow necessary 
regulations and are compliant. 

 

 Enhanced market exposure 

More than lending legitimacy to businesses, voluntary AML and KYC 
compliance may help ICOs reach a large audience and increase the 
number of jurisdictions in which they can participate and raise more funds. 
For instance, such compliant ICOs can be offered to a subset of 
accredited investors in the US, UK, and Canada. On the other hand, issuing 
token sales in countries with a less rigid regulatory framework may give 
companies access to a more limited pool of potential investors 

 
             How we are comply with regulations 
 
The objectives of AML and KYC guidelines have been to prevent 
regulated businesses from being used, intentionally or unintentionally, 
by criminal entities for money laundering or terror financing. As ICOs are 
becoming more mainstream, the potential for fraud increases as well. To 
avoid such fraud events and to keep complaint the organizations must: 
 

1. Verify the investor’s identity 
 

2. Understand the customer’s profile, business, and account activity 
 

3. Identify risks and relevant adverse information 
 

4. Assess the ML and TF potential to support actionable decisions 
 
         while controlling financial, regulatory and reputational risk 
 



 
 CONFIDENTIAL - DO NOT DISSEMINATE. This report contains confidential 

information and is shared only with the understanding that  you will not share its 
contents or ideas with any third parties without express written consent. 

 

PAGE 7 

 

 
 KYC and Screening on Members & 

Connected parties 

 

 

Crypto Pool Mirror will only work because the right number of members will be 
in—no more, no less. That’s why CPM works only through invitations to ensure 
that we reach the perfect number of members for the system to work smoothly. 

KYC and screening will be conducted on all members as well as connected 
parties on the token in the ecosystem. 

Although the CPM is a community-based project and has no owner, it is 
managed by a group of qualified and reputable individuals who are 
committed to its success. This committee is made up of volunteer members, 
and private partnership (international bankers, lawyers, accountants, tax 
specialists, project managers, KYC firms, consultants, etc.) 

Separate KYC Data base for Members and Connected parties will be maintain 
along with regular screening. 

For KYC Data base – we will be having all the mandatory information about the 
members and connected parties of the token. These will be managed by 

separate dedicated team. 

For Regular Screening – This will be done in regular interval on all the connected 
parties on the token along with members. 

Below are the few Screening examples which will be conducted. 

Fraud,  

Scam,  

Money Laundering,  

Multi-Level Marketing,  

Negative News,  

case-finding,  
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mass screening,  

PEP,  

Sanction  

and targeted screening. 

Screening Example – We will be conducting screening for sanctions list with the 
help of official Gov site of office of Foreign Assets control which is a sanctions 
List Search application ("Sanctions List Search") is designed to facilitate the use 
of the Specially Designated Nationals and Blocked Persons list ("SDN List") and 
other sanctions lists administered by OFAC, including the Foreign Sanctions 
Evaders List, the Sectoral Sanctions Identifications List, the List of Foreign 
Financial Institutions Subject to Correspondent Account or Payable-Through 
Account Sanctions, the Non-SDN Palestinian Legislative Council List, the Non-
SDN Menu-Based Sanctions List, and the Non-SDN Communist Chinese Military 
Companies List. 

 

 

Link -  https://sanctionssearch.ofac.treas.gov/ 
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Criminal Record 
 
 
 

 

We will also check Criminal Records as per refworld which is authorized by the 
United Nations for all members and connected parties. 

 

 

 

 

Links - https://www.refworld.org/ 
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Important Links 
 
 
 

 
 
 
Official Website - https://mycryptopoolmirror.com/ 
 
 
Login Link  - https://token.mycryptopoolmirror.com 
 
 
Official Registry Link –  https://icis.corp.delaware.gov/ecorp/entitysearch/namesearch.aspx 
 

Facebook - https://www.facebook.com/CryptopoolmirrorCPM 

 

White paper Link - https://token.mycryptopoolmirror.com/wp-
content/uploads/2021/11/New-White-Paper-CPM-ICO.pdf 

 

 

 

 

 

 

 

 

 

 
 


